UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH THANH HOA Doc lap - Tw do - Hanh phuc
VAN PHONG
Sb: 2879 /VP-CNXDKH Thanh Hod, ngay30 thangl1 nam 2025

VIV & nghi cung cap bao gia
dich vu tu van thim dinh gia
thué dich vu: céng nghé
thong tin “Hé thong thu dién
tor cong vu tinh Thanh Hoa”

Kinh giri: Cac doanh nghiép cung cép dich vu tham dinh gia.

Hién nay, Vin phong UBND tinh Thanh Hoa c¢6 nhu ciu tham khao gia
dich vu tham dinh gia cac dich vu thudc nhiém vu: Thué dich vu cong nghé thong
tin “Hé théng thu dién tr cong vu tinh Thanh Hoa”, véi cac nd1 dung nhu sau:

1. N¢i dung cong viéc: Tham dinh gid danh muc dich vu thudc nhiém vu:
Thué dich vu cong nghé thong tin “HéE théng thu dién tir cong vu tinh Thanh Hoa”.

2. Muc dich: Lam co s¢ dé 1ap, tham dinh, phé duyét du toan Thué dich vu
cong nghé thong tin “Hé thong thu dién tir cong vu tinh Thanh Hoa”.

3. Khdi lwong can tham dinh gia: Chi tiét tai Phy luc 01 kém theo.

4. Thoi gian thye hién, loai Hop dong tham dinh gia

a. Thoi gian thuc hién Hop dong: Trong vong 10 ngay lam viéc (ké tir ngay

Hop déng cé hiéu lwc).

b. Loai Hop ddng: Hop ddng tron goi.

Néu c6 nhu cau tham gia ndi dung néu trén, Van phong UBND dé nghi
cong ty c¢6 cung cap dich vu dap tng yéu cau tién hanh bao gia dich vu theo khéi
luong cong viéc tai Muc 1, thoi han cu thé nhu sau:

- Thoi gian nhan bao gia: dén hét ngay 06/12/2025.

- Hiéu lyc bao gia: Toi thiéu 03 thang.

- Pia diém nhan bao gia, s6 dién thoai lién hé: Van phong UBND tinh
Thanh Hoa, s 35 Pai 10 Lé Loi, phuong Hac Thanh, tinh Thanh Héa; dién thoai:
02373.852.246.

- Hinh thtc gti: Guri truc tiép hodc qua dudng buu dién hodc gii email:
vanphongub@thanhhoa.gov.vn.
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Vin phong UBND tinh Thanh Hba rit mong nhan dugc sy quan tim, phdi
hop ciia Quy Doanh nghiép./.

Noi nhin: KT. CHANH VAN PHONG
- Nhu trén; , CHANH VAN PHONG
- Chanh Van phong UBND tinh (d¢€ b/c);
- Cong thong tin dién tir tinh Thanh Hoa
va Trang TTDT Van phong UBND tinh
(dé dang tai);

- Luu: VT, CNXDKH.

- vz ‘
Lé Quang Quyén
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Phu luc 01: ) )
DANH MUC DICH VU YEU CAU THAM DINH GIA
(Kem theo Cong van so IVP-CNXDKH ngay thang  nam 2025

cua Van phong UBND tinh Thanh Hoa)

Don vi

tinh SO lurgng

STT Dich vu Théng s6 ky thuit

Thué dich vu cbng
nghé thong tin Heé | Chi tiét tai Phy luc 02
théng thu dién tir cong | kém theo

vu tinh Thanh Hoa

Goi/thang 18
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Phu luc 02:
GIAI PHAP KY THUAT HE THONG
THU PIEN TU CONG VU TINH THANH HOA
(Kém theo Céng van so /IVP-CNXDKH ngay thAng  nam 2025
cua Van phong UBND tinh Thanh Hoa)

I. TEN DICH VU: Thué dich vy cdng nghé thong tin: “Hé théng thu dién
tir cong vu tinh Thanh Hba”.

Il. PHAM VI TRIEN KHAI

Trién khai thué Hé théng thu dién tir cong vu tinh Thanh Hoéa cho can bd
thudc cac S¢, ban, nganh, phuong/xa, tinh va cac don vi truc thudc, hé¢ théng dam
bao dap ung khoang 20.000 tai khoan.

I11. YEU CAU POI VOI NHA CUNG CAP DICH VU
1. Piéu kign ky thuat, céng nghé, kinh nghiém

Nha cung cap dich vu phai dap Gng:

- Hé théng phan mém tuan thu cac yéu cau quy dinh phép luat hién hanh
tuong ung vai cac quy trinh nghiép vu caa cac phong ban chuyén mén. Phu hop
cac yéu cau veé quy trinh nghiép vu trén thuc té.

- Hé théng co kién tric mo, d& dang nang cip dap ang sy mé rong cua to
chtic, cong viéc, mé rong vé nghiép vu, sé lugng nguoi tham gia hé théng toi
thiéu, dung luong luu trir dit liéu t6i thiéu.

- bap ung moi truong Web-based, tuong thich véi cac trinh duyét web
thong dung & Viét Nam nhu: Firefox, Chrome, ... va cac thiét bj cam tay nhu:
laptop, smartphone.

- H3 tro ky dién tir email trén cac phan mém nhan giri thu email client c6
ho tro nhu Outlook, Mozilla Thunderbird, Apple Mail,...

- Pap ung yéu cau ma hoa di lidu trén duong truyén khi trao doi dix liéu
gitta cac don vi trong hé théng va giita hé thong véi cac hé thdng khac.

- Pap tmg co ché theo ddi, gidm sét thong tin truy nhap cia nguoi sir dung
theo phién lam viéc.

- Pap ting kha nang cai dat trong nhiing hé thong mang ¢6 phan viing bao
mat nhiéu 16p, ¢ kha ning tich hop va xac thuc théng qua cac hé théng danh ba
dién tr nhu AD/ LDAP.

2. Yéu ciu vé an toan, bao mat thong tin, dix liéu (cip do)

- Nha cung cap dich vu c¢6 cam két bao dam an toan, bao mat theo tiéu chi
cap do 2 Nghi dinh 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam
an toan hé thdng thong tin theo cip do; Yéu cau ky thuat theo Phy luc II Thong tu
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12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Thong tin va Truyén théng quy dinh
chi tiét va huéng dan mot sé diéu cua Nghi dinh sé 85/2016/ND-CP ngay
01/7/2016 caa Chinh phua vé bao dam an toan hé théng thong tin theo cap do.

- H6 so dé xuat cip do phai trién khai day di phuong an bao dam an toan
thong tin da duoc phé duyét trudce khi di vao van hanh khai thac. Truong hop, hé
théng thong tin thu dién tir cong vu tinh Thanh Hoa la hé thong théng tin thanh
phan cua mot hé théng théng tin thi hé thong thong tin d6 phai dam bao cp d6 an
toan thong tin tdi thiéu cap do 2.

IV. CAC YEU CAU VE CHAT LUQNG DICH VU PHAN MEM
1. Tiéu chuanky thuat ap dung

Hé thdng thu dién tir cdng vu tinh Thanh Héa duoc thué (1a phan mém c6 san
trén thi trudng), yéu cau hé théng phai dam bao tinh toan ven dix lidu ciia nguoi ding
trude d6 va tuan thi theo cac quy dinh hién hanh cia Nha nudc, cu thé:

- Théng tu s6 39/2017/TT-BTTTT ngay 15/12/2017 cia B Thong tin va
Truyén thdng Ban hanh Danh muc tiéu chuan k§y thuat vé ang dung cong nghé
thong tin trong co quan nha nuoc;

- Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Thong tin va
Truyén thong Quy dinh chi tiét va huéng din mot sb diéu caa Nghi dinh
85/2016/ND-CP ngay 01/7/2016 caa Chinh phu vé bao dam an toan hé thong
thdng tin theo cap do;

- Cong van s6 1654/BTTTT-UDCNTT ngay 27/05/2008 cua Bo Thong tin
va Truyén thong vé viéc hudng dan cac yéu cau co ban vé chic nang, tinh ning
k¥ thuat cho cac du &n dung chung theo Quyét dinh sb 43/2008/QD-TTg (hé thdng
thu dién tir)

- Cong van s 3386/BTTTT-UDCNTT ngay 23/10/2009 cua By Théng tin
va Truyén thoéng vé viéc bd sung, diéu chinh mot sé diém tai Cong vin sb
1654/BTTTT-UDCNTT, Cong vin sd 1655/BTTTT-UDCNTT ngay 27/5/2008
cua Bo Théng tin va Truyén thong;

- Cong van s6 430/BTTTT-CATTT ngay 09/02/2015 cua By Thong tin va
Truyén théng vé viéc hudng dan bao dam ATTT cho hé théng thu dién tir cua co
quan, to chic nha nudc.

2. Yéu cau vé chirc ning, tinh ning ddi véi Hé thong thw dién tir cong vu

STT N@i dung Yéu cau
I. | CHUCNANG Pap ung
1. | Chikc niing phan mém thwr dién tir

Cho phép nhan, soan thao, Iuu tam va giri email thuong, gui mail
dinh kém tép.

1.1.
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STT

Noi dung

Yéu cau

1.2.

Cho phép quan ly lich lam viéc ca nhan.

1.3. | Cho phép quan ly s6 dia chi.
1.4. | Cho phép tao sé tay dé ghi chép, ghi nhd céc thdng tin.
1.5. | Cung cap cdng cu tim Kiém thu dién tu.
2. | Chitc niing phan mém trén may cha thw dién tir
,q |Cho phép tich hop véi dich vu the muc AD/ LDAP dé quan ly
" | thbéng tin va tai khoan ctua nguoi stir dung.
55 Cho phép ngudi st dung truy cap may cha dé doc, lay thu vé qua
™" | c&c giao thuc POP3 hoac IMAPA4.
23 Cho phép nguoi giri gui thu cho ngudi nhan qua may cha thu dién
" | tir qua giao thiec SMTP.
3. | M6 hinh h¢ théng cung cap dich vu thw dién tir pho bién
31 M© hinh hé thong may chu cung cap dich vu thu dién tir bao gom
" | cac may chu Front-End va Back-End.
Ngudi str dung giao tiép truc tiép voi Front-End dé giri va nhan
thu. May cha Front-End cung cap céc giao thirc SMTP, POP3 va
cac hang doi (queue). Khi thu dén hoic ngudi st dung truy nhap
3.2. | vao hop thu thi Front-End s& hudng ra may cha cung cap dich vu
AD/ LDAP dé xac thuc, cap quyén va xac dinh hop thu ctia ngudi
st dung trén may chua Back-End (May cha Front-End dugc xem
nhu mot Proxy cho cac yéu cau tgi may chu Back-End).
3.3. | May chu Back-End luu trir cac hop thu ctia ngudi st dung.
Il | NGUYEN TAC VA TINH NANG KY THUAT
1 | Nguyén tic xay dung
1.1. | Pam bao khach quan, huéng téi mot hé thdng mo.
1.2. | Bam bao kha ning tich hop, ké thira, nang cap.
2 | Tinh nang ky thuat
2.1. | Yéu cau chung
Phai thiét ké hé théng may chu thu dién tir theo md hinh Front-
End va Back-End dé ¢ thé mé rong theo ca chiéu doc (ting ning
lyc cua don thé thiét bi) 1An chidu ngang (ting ning luc bang thém
& | thibt bi).
Tat ca cac thanh phan déu phai co kha ning ting ning luc theo
chiéu ngang.
Hé thong thu dién tir dugc cung cap dap tng cho 20.000 tai khoan
b. | ngudi dung (mail account) véi dung lugng 1GB / tai khoan. C6

kha nang mo rong thém tai khoan khi c6 nhu cau.
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STT

Noi dung

Yéu cau

Hé thong may cha dich vu duoc trién khai trén nén may chu dién
toan dammay (Cloud Computing), c6 hé théng may chu dy phong
& cac khu vuce dia ly khac may chua hoat dong, dam bao kha nang
sang tai, thay thé va sao luu va phuc hdi dit liéu néu xay ra su cd.

Hé théng may chu thu dién tir can hd trg ca 2 hinh thac truy cap
vao hop thu: sir dung phin mém Email Client va sir dung
WebMail.

Phai c6 quy hoach cach dat tén tai khoan nguoi strdung mot cach
khoa hoc, dam bao ngudi sir dung dé nhé

Phai c6 quy hoach tén mién theo phan cap ctia mo hinh 6 chirc
trong Bo/Tinh hoac str dung chung mot tén mién cho dich vu thu
nhung phai quan 1y nguoi sir dung theo phan cap co quan, t6 chirc
béng cach st dung dich vu thu muc AD/ LDAP.

Hé théng may chu thu dién tir can hd trg ca 2 hinh thic truy cap
vao hop thu: str dung phan mém email client va st dung WebMail

Hé thdng may chu thu dién tir can hd tro sir dung cac chuan
SMTP, POP3, IMAP4, HTTPS c6 co ché loc thu chdng spam,
Virus.

Cho phép truy cap va quan trj tir xa bang SSH hoac HTTPS

Hé thdng phai hd tro nhiéu tén mién theo quy dinh khoan 2 Piéu
2 Quy ché thiét lap, quan ly Hé thong thu dién tir cong vu trong
co quan nha nuéc thudc tinh cua Quyét dinh sé 13/2020/Qb-
UBND ngay 12/6/2020.

Cung cap giao dién d6 hoa (GUI) cho phép khai thac va quan ly
tai khoan dich vu thu dién tir mot cach tap trung toan hé théng.

Hé thdng c6 thanh phan gidam sat logs doc 1ap nham theo déi,
thong ke tinh trang giri nhan thu vao/ra chi tiét dén timg ngudi
ding, hé théng theo tan suat thoi gian.

2.2

Yéu cau k§y thuat cho phan mém thu dién tu

Cung cap cac chirc nang:

- Cho phép nhan, soanthao, luu tam va gui email thuong, giri mail
dinh kem tép;

- Cho phép quan ly lich lam viéc ca nhan;

- Cho phép quan Iy s6 dia chi;

- Cho phép tao s6 tay dé ghi chép, ghi nhd céc théng tin;

- Cung cap cong cu tim kiém thu dién to.

C6 co ché xac thuc truy nhap vao hé théng may chi thu dién ti,
dinh huéng st dung chir ky sd.
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STT

Noi dung

Yéu cau

Két ndi qua giao dién web, mail client (outlook, thunderbird,...),
qua thiét b di dong

Tién ich hd tro nguoi dung: dat quy tic loc thu (tai khoan, trich
yéu, ngiy thang nim) quy tic chan thu (tén mién, tai khoan, dia
chi IP,...); 14y lai mat khau théng qua thiét bi di dong néu thué
phi dich vu SMS Braname; dam bao bo loc thu nhan biét va phan
biét thu rac vi thu chinh thong

Tién ich hd trg bo phan quan tri: tong dung lwong hé thdng, sb
lugng giri va nhan theo ngay, thang, nam; két xuat thong ké cac
tén mién thuong giri, nhan vé qua hé théng; thdng ké hiéu suat,
tinh trang str dung hom thu dién tur cdng vu

C6 co ché dam bao an toan, bao mat di lidu trén dudng truyén
gitra phan mém thu dién tr va hé thong may chu thu dién tir

2.3.

Yéu cau ky thuat cho hé thdng may cha phuc vu dich vu thu dién
ta

Pap tng kha ning md rong md hinh trién khai khi can thiét, co
thé trién khai thém cac may chi Back-End dé ting dung luong
hay do sé nguoi sir dung ting 1én ma khong lam anh hudng dén
ngudi sir dung va hé thong.

bap ng kha nang cai dat cac may chu Front-End theo md hinh
hé théng Cluster dam bao co ché can bang tai, sao luu dit liéu tac
thoi gitra cac may chua Front End.

Pap tng kha ning cai dat cac may chu Back-End hd trg co ché
chia sé (shared storage) dé quan ly chung 6 dia luu giit hop thu
nguoi st dung.

Co ché chia tai cho tirng dich vu nhu SMTP, POP3, IMAP, HTTP

Ho trg mailing list cho ngudi st dung dang ky sur dung va co
quyén quan tri riéng cho mdi mailing list. Co thé han ché chi cho
phép cac tai khoan trong mailing list mgi gri dwoc cho mailing
list.

2.4

Yéu cau tinh ning k¥ thuat cua hé théng bd sung cho MTA

Kiém soat chtrc ning trung chuyén thu (relay) bang dia chi hodc
dai dia chi IP. Kiém soat relay qua cac danh sach den (black-list).
Pon vi cung cép dich vu c6 thé can thi¢p vao black-list khi can
thiét theo yéu cau cua chi dau tu. C6 kha ning cap nhat black-list
tur dong trong d6 c6 thé tu dong nhan DNS Real-time black hole
list.

Han ché st dung co ché trung chuyén mé - open relay.
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STT

Noi dung

Yéu cau

Str dung email gateway chuy@n dung dé 1am SMTP trung chuyén
thu dam bao (secured SMTP mail relay) chan loc thu, virus va
spam

C6 kha ning xic thuc doi véi nguoi s dung (SMTP
authentication). C6 kha ning kiém soéat relay dya trén thong tin
xac thuc.

Cho phép hiéu chinh thoi gian t6i da thu duoc luu trit trong queue
va C6 kha nang g& bé mot hoac nhiéu thu riéng 16 ra khoi queue.

Phai hd tro kha ning thong bao 18i theo chuan tuong thich
Delivery Status Notification.

Hé théng thu dién ta phai c6 céng cu dé sao luu dir liéu dinh ky
va truc tuyén.

Hé thong thu dién tir phai c6 co ché phuc hdi dix liéu khi hé théng
gap sy co.

Hé théng thu dién tir dugc thiét ké dé ghi va luu trir diy du nhat
ky (logfile) ctia thanh phan hé théng va cé co ché thong ké va bao
cd0 vé ning lyc hién tai (performance) cua hé théng

2.5.

Yéu cau vé luu trit dit liéu

Co so dir lieu (CSDL) phai c6 kha nang luu trix dix liéu véi dung
lwgng 16N, tinh 6n dinh cao.

Cho phép dinh nghia han mac dung lugng (Quota) cho ting
nhom, nguoi quan tri nhom co thé dinh nghia Quota cho tirng
thanh vién cua nhém va diéu khién quota dua trén kich thudc
mailbox, dua trén s luong thw, dya trén kich thude thu

Str dung Bo ky tu va ma hoa théng nhat trong toan bo hé thong
theo tiéu chuan unicode Tiéng Viét TCVN 6909:2001

2.6.

Yéu cau vé an toan, bao mat

2.6.1

Yéu cau chung

Hé théng phai dap tng kha ning bao mat theo cac mac: mang,
xac thuc nguoi str dung va CSDL

C6 tuong lua (Firewall) dat gitta 2 hé thong may chu Front-End
va Back-End

Hé théng phai duoc thiét ké dé c6 kha ning chong Virus; thong
béo cho ngudi giri hodc ngudi nhan vé thong tin thu dién tir ¢6
nhiém virus

Hé théng phai cd bién phap cho phép cap nhat cac mau virus dinh
Ky (cO thé cau hinh duoc)
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STT

Noi dung

Yéu cau

Hé thong phai duogc thiét ké dé co kha ning chdng va loc spam;
phét hién céac thu spam theo cac tiéu chi c6 thé duoc cau hinh béi
nguoi quan tri

Hé thdng phai c6 bién phap cho phép cap nhat cac mau spam dinh
Ky (c6 thé cau hinh dugc) hoac bat thuong (do ngudi quan tri)

C6 co ché ching thyc cia cac may chu trong hé thng

2.6.2

Phan mém may chu thu dién tor

Gidi han cac loai tép duogc dinh kém trén thu dién tur

Gidi han sb luong thu dién tir c6 the duoc giri di trong mot khoang
thoi gian nhat dinh

Gidi han s6 lugng ngudi nhan c6 thé giri cung IGc bang chie ning
CC,BCC

2.6.3

Hé thong, thiét bi mang

May chi email dugc bao vé bai tuong ltra ¢ 16p tng dung (DMZ2)

Tuwong lira: Quan ly toan bo traffic gitra mang Internet va may chu
email; c6 kha ning chan tat ca cac luu lugng mang vao may chu
email trir c4c cong can thiét dé hoat dong; chan cac dia chi IP hoic
dai dia chi IP ma IDS/IPS canh béo tan cong hé théng mang; chin
"danh sach den” dugc phat hién bai cac t chirc bao mat uy tin;
Canh b&o quan tri mang hodc quan tri hé théng email vé cac hanh
dong kha nghi tan cong; Chan loc theo ndi dung va quét ma doc;
duoc cAu hinh dé co thé chdng céc cudc tan cong tir chdi dich vu;
¢6 luu nhat ky cac su kién quan trong

IDS/IPS duoc cau hinh theo ddi: Toan b traffic di va dén may
cha email; sy thay doi cua cac tép tin quan trong trén may cha
email; tai nguyén hé théng trén may chu email; c6 kha ning gui
thdng béo téi bo phan lién quan vé cac su kién kha nghi; cap nhat
cac dau hiéu tan cong méi nhat theo dinh ky (hang ngay dén hang
tuan)

Thiét bi chuyén mach dugc cdu hinh dé chong tan cong bang hinh
thicc ARP; chuyén toan bo traffic d¢én IDS/IPS

Phong, chdng loi dung, gia mao thu dién tir: Cai dat thanh phan
do quét virus/ma doc; Cap nhat co sé dit liéu cua céc thanh phan
do quét virus/mi doc nay va dat ché do hoat dong lién tuc (real
time); Cap nhat noi dung cho cac bo chan loc thu dién tir
spam/phishing va noi dung xiu; Ngin chin viéc gia mao cac
thdng sé quan trong cua thu dién tir ngay ca khi ngudi dung da
dugc xac thuc; thuc hién chinh sach mat khau manh
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STT

Noi dung

Yéu cau

Luu nhat ky (Log): Phan tich cac ban nhat ky dinh ky dé phat hién
sy ¢; Sir dung cong cu phan tich nhat ky tu dong; Céc 13i cau
hinh may chu thu dién tir; Céc thong tin tai nguyén hé théng may
chu (dung lwong luu trlr, bd nhd, CPU); Co sé dir liéu cac dinh
danh; Cac su ¢ vé bao mat; Cac sy ¢b vé mang; Liru 13i giao thirc
két ndi; Luu két ndi qua thoi gian cho phép; Luu két ndi bi tir chdi;
Luu thong tin vé Iénh VRFY va EXPN; Luu céc su kién lién quan
dén viéc guri thu dién tir theo su cho phép cua ngudi dung (Send
on behalf of Send as) Luu thong tin vé cac email guri t6i tir dia chi
khong ton tai; Luu thong ké vé sé luong email da giri/nhan hang
ngay; Luu cac email bi tra vé; Luu cic email bi tri hodn guri.

Sao luu va phuc héi: Sao lvu may chu email theo hinh thirc bd
sung hozc khi c6 khac biét hang ngay va hang tuan. C6 quy ché
va quy trinh vé sao luu/phuc hoi may chi email.

2.7.

Yéu cau phan viing

M6 hinh mang trién khai hé thdng may cha thu dién tir bao gom:
vung ngoai ( Public Zone), vung DMZ (DeMilitarized Zone) va
vung an toan (Safety Zone), vung cong viéc (Working Zone )

Céc may chu Front-End duoc dat trong vung DMZ

Cac may chu AD/ LDAP, may chu Back-End hoat dong trong
vung an toan.

2.8.

Tién ich hd trg quan tri hé théng

T6 chac tai khoan ngudi dung theo phan hé thu muc, nhém: So,
ban nganh, phuong/xa, tinh va cac don vi truc thugc;

Chtre ning bang diéu khién (Dasboard) thé hién chirc ning:

+ Luu lwgng Email: Téng s6 email giri va nhan.

+ Tinh trang h¢ thong: Trang thai hoat dong cuia cac may chi thu
dién tir; Bao céo vé downtime hoic su ¢ hé théng.

+ Quan Ly Nguoi Dung: S6 lugng tai khoan nguoi ding méi va
bi x0a; Hoat dong dang nhap va dang xuat.

+ Hiéu Suit Hé Théng: Thoi gian dap tng cua hé thong thu dién
tir; Tai trung binh trén cac may chu.

+ Tinh Trang Backup: Tinh trang backup cua dir liéu thu dién tu.
+ Phan quyén quan tri thir cap cho céc tai khoan theo tirng nhém
S&, ban nganh, UBND céac phuong/xa, tinh va cac don vi truc
thudc;

2.9

Y&u cau vé ha tang trién khai dich vu

Dich vu Email trién khai trén ha ting Cloud phai dat chuan
ISO/IEC 27001:2013 vé& Quan ly An toan thdng tin va ISO/IEC
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STT N@i dung Yéu cau
27017:2015 vé bao mat Cloud.; Dich vu Cloud cung cap phai dap
rng tiéu chi, chi tiéu ky thuat nén tang dién toan dam may phuc
vu Chinh pha dién tia/Chinh quyén dién tir theo Vin ban sd
1145/BTTTT-CATTT ngay 03/4/2020 va Van ban sb
2612/BTTTT-CATTT ngay 17/7/2021 cua Bo Théng tin va
Truyén théng.

Don vi cung cip dich vu phai c6 02 trung tdm dix liéu (01 trung
tam danh cho hé théng mail chinh va 01 trung tam khac cho may
b. | chi mail du phong), trong d6 trung tdm chinh duoc cip céc ching
chi dat chuan Tierlll Design va Tierlll Facilities, trung tam du
phong da c6 chieng chi Tierlll Design.

3. Yéu cau chat lweng dich vu phan mém
3.1 Yéu cau chung

-Pam bao yéu cau vé phan mém thuong mai Hé thdng thu dién tir cdng vu
dam bao theo Thong tu s6 40/2020/TT-BTTTT ngay 30/4/2020 cua Bo Thdng tin
va Truyén thdng vé quy dinh tiéu chi xac dinh san pham, dich vu cdng nghé théng
tin san xuét trong nudc dugce uu tién dau tu, thué, mua sam;

- Pam bao hé thdng hoat dong lién tuc va 6n dinh cho 20.000 tai khoan;
-Pam bao phuc hoi hé théng nhanh chéng khi ¢é sy ¢o;
-bam bao tinh an toan, an ninh théng tin;

-Pon vi cung cap dich vu phai cd ké hoach dé dam bao hd trg cac van dé
lién quan dén hé théng 24/24 gid cac ngay trong tuan;

- Thong tin, dir liéu hinh thanh trong qua trinh thué dich vu la tai san thugc
s& hiru cua tinh Thanh Hoa. Pon vi cho thué dich vu dam bao trach nhiém chuyén
giao day du cac thong tin, dir liéu bao gdm dix liéu thong tin tai khoan (ho va tén,
username, mat khau dudi dang ma hoa,...); dit liéu email ciia ngudi ding hién tai
con luu trén may chu tai thoi diém két thic thué dich vu. Dir liéu dugc dinh dang
theo cau trdc caa phan mém nén tang I8i dich vu email dé khi két thic hop dong,
Pon vi thué sir dung cap nhat Ién hé théng c6 nén tang tuong tu dé khai thac st
dung dich vu trong truong hop thay doi nha cung cap dich vu.

-Pon vi cung cap dich vu cung cap cho don vi thué dich vu cong cu dap
g cho viéc doc va khai thac dir liéu khi da chuyén giao dir liéu.
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3.2 Yéu cdu md hinh, kién tric phan mém

3.2.1 M6 hinh xu ly geti va nhdn thw

Intenet mail

. I
i =i ]

External end
user

Virus and spam filtering

‘_‘i MTA }—

LDAP S LDAP | vTA

Master Replica

Iintenet mad (inbound) ‘
External user connection —
Internal user connection

« = « « Repiication (optional) Intemai end
users and Se
— Backup administrative ey
s LDAP directory traffic users —' Mwmg‘;sksackw

3.2.2 Mb hinh trién khai hé thang cung cap

Ngwéi dang

—

Dich vu bo sung |
|

I~
=
PROXY-MTA

MAILBOX

LDAP MAILBOX LOGs DB

Ha tang tai nguyén hé thong

Proxy-MTA: Ia thanh phan dam nhan céng viéc xir li cho viéc gui/nhan
mail caa nguoi dung (bao gom ca gui/nhan mail trong nodi bo domain va dén cac
hé thdng mail qudc té nhu Gmail, Yahoo Mail...). MTA Servers ciing 1a noi thiét
lap cac policy twong wng cho ting domain theo nhu cau cua khach hang. MTA
Servers bao gdm céac thanh phan con sau:
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Incoming MTA Servers: la thanh phan ¢am nhan cong viéc xir Ii cho viéc
nhan mail vé tir hé théng Anti-Virus/Anti-SpamSystem va phan b mail vao céc
Mailbox Servers.

OutgoingMTA Servers: nguoi dung truy cap vao webmail hoac tr mail
client & giri mail, cac ban tin email giri di s& duoc hé théng OutgoingM TA Servers
xir 1i va phan phéi dén cac Mailbox Servers trong local néu domain ciia mail nguoi
nhan thudc hé thbng email nay.

Thanh phan Anti-Virus/Anti-SpamSystem: duogc tich hop vao MTA
Server. Thanh phan nay can duoc trang bi thém email gateway chuyén dung dé
dam bao chan loc virus va spam cho thu hai chiéu dén/di mot cach an toan.

AD/ LDAP: la thanh phan ¢am nhan chic nang xt I viéc ching thuc théng
tin: thong tin cua chinh hé thong va cia cac nguoi ding trong toan bo khach hang,
va ciing 13 noi luu trix cac thdng tin cAu hinh khéc cho ca hé théng.

Mailbox: 1a thanh phan quan ly tat ca noi dung mailbox cua nguoi dung
bao gém: messages, contacts, calendars, documents, attachments... Mail téi
mailbox s& duoc index (gitp d& dang tim kiém mail) va tra vé dung mailbox cua
nguoi ding. Ngoai ra Mailbox con 13 noi chira web admin dé cho phép admin
chinh stra dung Iuwgng, password ctua user.

Mail Gateway: 13 mail gateway dung dé loc thu chiéu ra/vao cua hé théng.

Backup file server: 1a may chu du phong dé sao luu dit liéu thu va tai khoan
ctia ngudi dung trén hé thdng chinh. May chu nay dinh ky sao luu dit liéu tir hé
théng chinh vao cudi ngay.

3.2.2 M6 hinh kién trdc tong thé

r
S n&al
o By
APl
\ Log
* I -, —

= Yoy

== Fortal Active Directory
SMS gateway &

Ma&aY chii Email

- Méy chu Portal quan ly tai khoan tap trung duoc phan cap theo don vi.
Mbi don vi c6 kha niang quan ly sé tai khoan, dung luong email ciing nhu quan tri
cap phat thém xoa stra tai khoan.



15
- Thuc hién giao tiép giao tiép véi cac hé théng may chu Email trong quan
ly cap phét tai khoan; Giao tiép may chu Log tap trung dé thong ké gai nhan email;
Giao tiép may chu AD hodc LDAP thong qua API dé thay d6i mat khau.

3.3 Y8u cau vé thoi gian xi Iy, d¢ phirc tap xi ly cia phan mém:

- Thoi gian cho phép dé hé théng phan hoi lai thong tin da tiép nhan yéu
cau xu Iy tir phia nguoi sir dung la 3 gidy (S);

- Thoi gian cho phép dé gui két qua tim kiém théng tin 1a 10 giay (s):

- Khi chuong trinh c6 d6 tré qué 10 gidy cho tac vu, hé thdng can ¢ cong
cu hién thi 1i thdng bao hoic biéu trong hién thi cho ngudi ding nhan biét duoc
rang hé théng van dang hoat dong.

3.4 Y8u cdu sao lwu dw phong:

- Hé théng thiét ké 01 may chi dy phong doc lap khac vung dia Iy cua hé
théng chinh, ¢6 san IP pubilc va lién théng hé thong chinh qua kénh riéng hoac 1P
allow port 22 phuc vu sao luu dir lidu;

- May chu dyu phong co cai dat san core phan mém email cung phién ban
véi hé théng chinh; c6 kha ning khai cung cap cho tit ca tai khoan nguoi ding
thac di liéu email trong thoi gian 01 nam méi nhat;

- Co ché thyc hién: dinh ky cudi ngay, hé théng duoc 1ap trinh trich xuét
dir liéu trong ngay bao gom dir liéu email phat sinh; dinh ky cudi tuan trich xuét
dir liu nguoi dung (user, pass, display name) sao luu d¢én may chi dy phong dé
phuc vu dong bo 18n may chu nay day du thong tin nguoi dung va di lieu mail
nhu mo ta.

3.5 Yéu cdu vé cdng nghé si dung

- V& cdng nghé phat trién: Phat trién trén cong nghé ma ngudn mé phi hop
véi chu truong va dinh huéng caa Chinh phu; Quyét dinh s6 50/2009/QD-TTg
ngay 03/4/2009 cua Thu tuéng Chinh phii ban hanh “Quy ché quan 1y Chuong
trinh phat trién cong nghiép phan mém va Chuong trinh phat trién cong nghiép
noi dung sb Viét Nam; Chi thi s6 07/2008/CT-BTTTT ngay 30/12/2008 cua Bo
Thong tin va Truyén théng vé day manh sir dung phan mém méa nguén mé trong
hoat dong cua co quan, td chirc nha nudc; Thong tu s6 41/2009/TT-BTTTT ngay
30/12/2009 ctia Bo Thong tin va Truyén théng ban hanh danh muc san pham phan
mém ngudn mé dap tmg duoc yéu cau st dung trong cic co quan, t6 chic nha
nuéce; Thong tu 19/2011/TT-BTTTT ngay 01/7/2011 cua Bo Thong tin va Truyén
thdng vé quy dinh &p dung tiéu chuan dinh dang tai liéu mo trong CQNN nham
thac day viéc tng dung bo phan mém vian phong ngudn mo OpenOffice.



16
- Str dung cac Ngbn ngix 1ap trinh pho bién: Java, PHP, ASP.net, Python.

- Hé quan tri co so dir liéu: St dung cac hé quan tri CSDL phd bién nhu:
MySQL, Postgres, MongoDB hoac tuong duong.

- Str dung cdng nghé Web-based, hd tro nguoi ding cudi st dung théng qua
cac trinh duyét web théng dung.

3.6 Yéu cau chuyén doi di ligu

- Chuyén d6i dit liéu thu dién ta: dia chi email va dit liéu mail trén may chu
hién hanh sang hé théng mai theo yéu cau bén thué dich vu.

- Cam két dam bao chuyén d6i di liéu khong 1am gian doan viéc sir dung
hé thdng thu dién tir d6i véi nguoi dung.
3.7 Y8u cau loc thw

- Hé thong dap tng loc sach mail, loai ra cac email gia mao, thu réac, thu
nhiém virus hoic thu mang ndi dung khéng phii hop, chi nhitng Email “sach” méi
duoc chuyén dén may cha xir Iy mail. Gilp kiém soat mail, dong thoi mail s&
duoc luu trir an toan.

- Hé théng phai c6 kha ning phat hién cac thu spam theo céc tiéu chi duoc
cau hinh bai nguoi quan tri.

- Hé thdng phai c6 bién phap cho phép cap nhat cac mau spam dinh ky hozc
bat thuong.

3.8 Yéu cdu vé gi#i va nhdn thu

Guri va nhan thu khac hé thdng khong qué 40 thu/l gidftai khoan muc dich
han ché spam, d6i véi mail noi bo khdng gii han.

3.9 Y8u cdu vé tinh sdn sang véi IPv6

Hé thong phai sin sang vé mat kién tric va k§ thuat cho cong nghé 1PV,
dé khi c6 chuyén doi tir IPv4 sang IPv6 hé théng van phai hoat dong binh thuong.

3.10 Yéu cdu hgn mirc dung Iwong tai khodn mail

- Cho phép nguoi quan tri ¢d thé ciu hinh dung lwong tai khoan mail cho
ting thanh vién hoac nhdm thanh vién dya trén kich thuéc Mailbox, dua trén sé
luong thu, dua trén kich thudc thu.

- Tong dung luong Mailbox: 5000 GB.
3.11 Yéu cdu khac

- Giao dién than thién véi ngudi sir dung cudi va linh dong véi nguoi quan tri;
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- Giao dién phai dam bao thuan tién cho nguoi stir dung, cic vung thong tin
duoc phan biét rd rang. Céc cua sb, thue don, biéu twong dugc bb cuc mot cach
khoa hoc, rd rang, nhat quan, d& hiéu; hd trg font chir Unicode theo tiéu chuan
TCVN 6909:2001.

4. C4c yéu cau chi tiét vé chat lwong ha tang ky thuat
4.1 Yéu cdu vé an toan thdng tin

- HG tro bao mat da 16p tir 16p vat Iy dén 16p 40 hoa, st dung cdng nghé bao
mat tién tién;

- Hé théng gdm cac may cha PROXY-MTA, AD/ LDAP, MAIL BOX va
Log DB duoc giao tiép qua noi bd, cac két ndi tir bén ngoai vao s& duoc kiém soét
qua hé théng Firewall chi cho phép céc cong dich vu téi thiéu di qua;

- Hé thdng duoc thiét ké c6 may chu dy phong dé dam bao cong tac sao luu
dir liéu thu va dir liéu cta nguoi dung déng thoi khi san sang thay thé may chu
chinh khi xay ra sy ¢4 nham giam thiéu t6i da thoi gian gian doan dich vuy;

- Hé thong thu dién tir c6 tich hop sdn Antivirus/Antispam dé chin cac thu
spam tir bén ngoai vao;

- Hé thdng duoc thiét ké thu chiéu gui va chiéu nhan duoc chay qua mail
gateway dé ngan chan tot nhét cac truong hop hé théng bi spam thu tir bén trong
va ca bén ngoai;

-Dongbo thoi gian giri, nhan thu dién tir cia cac so, ban, nganh, dia phuong
bao dam thdng nhat, ddng bd theo mai gio Viét Nam (Tiéu chuan 1SO 8601);

- Ap dung cac céng nghé xac thuc, co ché kiém soat quyén truy cap va co
ché ghi lich sir hoat dong caa Hé thong dé quan Iy, sin sang cho kiém tra, kiém
soét khi can thiét;

- Hé théng Thu dién tir 14 He théng théng tin phuc vu hoat dong gui, nhan
thu dién tir, tai liéu, van ban phuc vu cho cac co quan, t6 chic trong pham vi mot
nganh, mot tinh hodc mot sé tinh, thanh phd. Can ¢t theo quy dinh tai khoan 2
Diéu 8 Nghi dinh s6 85/2016/ND-CP, hé thong duoc dé xuat cap do 2.

4.2 Yéu cdu Vvé cai dat, hg tang van hanh, khai thac, si# dung

- Hé thdng phan mém ung dung duoc thiét ké theo md hinh trién khai tap
trung, khai thac trén giao dién Web;

- H¢ quan tri co so dir licu SQL server hoac MySQL hoac PostgreSQL, ...
phuc vu luu trir dit liéu noi dung va dit liéu cu hinh;
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- Ha tang duong truyén: Ung dung duoc thiét ké véi yéu cau hoat dong on
dinh véi ha tang duong truyén cé toc do trung binh; dap tng cho viéc s6 lugng
I6n nguoi dung truy cap cing mot thoi diém;

- Hé théng duoc thiét ké hoat dong 6n dinh. Qua trinh van hanh yéu cau
hoat d6ng sao luu dinh ky nham dé phong céc tinh huéng rui ro.

4.3 Yéu cau bing théng dwong truyén

- C6 tdc @6 truyén dan dix liéu trén nén tang bing thong cao, kha niang mé
rong ting bang thong dé dang.

- Str dung duong truyén cap quang tdc do cao, téc do tdi thiéu 100 Mbps.

4.4 Y8u cau vé ha tang thiét bi phuc vu hé thong

- Hé thdng gdm cac nhom may cha Email server trén ha tang Cloud: 02
may cha chinh cung cap dich vy, 01 may chu dy phong di liéu, 01 may chu Log
tap trung, va 01 may cha AD phuc vu Xac thuc;

- Ha tang duoc thiét 1ap dy phong va ty dong thay thé khi bi hong, dam bao
an toan va cd tinh san sang 24/7;

- Dit liéu dyu phong duge luu & ha ting khac nhém may chu chinh. Dit liéu
thu dugc du phong hang ngay; di liéu thong tin tai khoan déng bo hang tuan;

- Hé thdng may chu va storage sir dung SAN storage.

STT | Tén may Noi dung lms.),(:lg cGhTJI
| Ha tang: AD/LDAP, MailBox, Log, may chi du phong

1 Ha tAng may chil cum chinh

11 May chu | vCPU (06); RAM(8GB); HDD (160GB); BW 5

LDAP (150/10Mbps); IP public (01); IP LAN (01)
VCPU (16); RAM (32GB); HDD1(250GB); BW

1.2 I\'\/I/IZ};LBE)T: (200/10Mbps); IP public (01); IP LAN (01); HDD2 | 2
(5000 GB)
13 May cha | vCPU (08); RAM (16GB); HDD (200GB); BW 1
' Logs (150/10Mbps); IP public (01); IP LAN (01)

May cha | vCPU (12); RAM (16GB); HDD1(200GB); BW
2 cum du (200/10Mbps); IP public (01); IP LAN (01); 1
phong HDD2(5000 GB)
Il | Hatang may chi AD/LDAP
May chu
AD

CPU 4core, RAM 8GB, HDD 80G 1
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4.5 Yéu cau vé Data Center

- Trung tam dit liéu phai dap tmg quy dinh ap dung tiéu chuan, quy chuan
ki thuat déi voi trung tam dit liéu theo Thong tu sé 03/2013/TT-BTTTT ngay
22/01/2013 cua By Théng tin va Truyén thong;

- Pon vi cung cap dich vu phai c6 02 trung tam dix liéu (01 trung tdm danh
cho hé théng mail chinh va 01 trung tim danh cho may chia mail dy phong), trong
d6 trung tim chinh dugc cip cac ching chi dat chuan Tierlll Design va Tierlll
Facilities, trung tim du phong d3 c6 ching chi TierIlI Design dam bao chit luong
ki thuat hé théng thu dién tir.

5. Y8u cau vé tap huin chuyén giao cong nghé

5.1 Y8u cdu vé tap hudn

- Ké hoach tap huan: Yéu cau nha thau c6 ké hoach tap huan cho céc
chuyén vién cua Chu tri thué dich vu nhitng kién thac vé: vé quan ly, khai thac su
dung hé théng thu dién tir cdng vu théng qua cdng cu do nha cung cap dich vu
cung cap.

- Phwong phap tiap huin: Nha cung cap dich vu duoc lya chon phai thuc
hién tap huan cho céc can bd caa Chu tri thué dich vu, don vi thu huong va chiu
toan b chi phi lién quan;

- Tiéu chuan phong hoc: Trudong hop Nha cung cap dich vu dé xuét cac
khoa tap huan chinh thic, méi truong tap huan can dam bao cac yéu cau sau:

+ C6 day di may chiéu, man chiéu, bang viét;

+ C6 day du thiét bi (may tram, servers hoac cac cong cu tap huin khéc);

+ Dién tich du rong cho cac thanh vién tham du, yén tinh;

+ Tea-break gitra gio: 01 1an/01 budi.

5.2 Y8u cdu chuyén giao cong nghé

STT| Yéucau N@i dung

Yéu cau nha cung cap dich vu cé ké hoach tap huan cho céc nhan
Ké hoach | su cua don vi thué dich vu vé nhitng kién thire nhu vé quan ly,

tap huan | khai théc st dung hé thong thu dién tir cong vu théng qua cong cu
do nha cung cap dich vu cung cap

Phuong | Nha cung cap dich vu duoc lra chon phai thuc hién tap huan cho
2 | phdp tap | cacnhan sucua don vi thué dich vu, don vi thu hudng va chiu
huan toan bo chi phi lién quan dén tap huan.

3 | Hinh thic | Nha cung cap dich vu duoc lya chon té chtc tap huan cho cac
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STT| Yéu cau Néi dung

tap huin | nhan sy cua don vi thué bing hinh thic truc tiép hoac truc tuyén
dam bao tiét kiém va hiéu qua.

Nam céc quy trinh quan ly, khai théc hé thong

Noidung | . A v
4 tap hudn Str dung cac cong cu phuc vu quan ly dich vu.
Céac quy trinh va cong cu phuc vu xu 1y 16i.
Yéucau | Nhan su thuc hién tap huan:
. vé trinh do| + Truc tiép tham gia xay dung hé théng nay;

nhan su | + Nhan sy s& tryc tiép van hanh h¢ thong;
tap huan | + C¢ trinh d6 vé quan tri hé théng

6. Yéu cau vé dich va quan ly khai thac va van hanh phan mém
6.1 Van hanh khai thac phan mém

- Thuyc té cho thay viéc van hanh, khai thac hé thdng rat quan trong, truong
hop xay ra nging hoat dong hay hoat dong kém hiéu qua do nguoi van hanh,
khai thac;

Pon vi cung cap dich vu dam bao thuc hién:

- C6 quy trinh bao tri, bao dudng hé théng;

- C6 quy trinh st dung hé thong két ndi;

- C6 quy trinh cho viéc duy tri cac CSDL, sao luu thuong Xuyén;

- C6 quy trinh cho viéc theo ddi, quan Iy hé théng, quan ly qué trinh thu
nhap, quan ly dir liéu va két xuat bao céo.

6.2 Yéu cdu vé nang cap phan mém hang nim

Hang nam, hé théng thu dién tir cong vu hang nam dugc danh gia va nang
cap nhu sau:

+ Nang cap phién ban I6i ma nguon mé (néu c);
+ Pinh ky thuc hién cap nhat cac ban va 15i hé théng;
+ Nang cap phan mém cu thé theo cac thay doi cua quy dinh phép ly;

+ Nang cap phan mém theo phan anh, dé xuét ctia ngudi dung bao gém cén
bo cua cac don vi (s& thuong thao thuc hién bo sung khi cd nhu cau va theo kha
ning dap tng cta nha cung cap dich vu);

+ Nang céap diéu chinh ngay trong qué trinh trién khai (thuc hién cac giai
phap gap dé khic phuc cac tinh hudng, xt Iy cac sy cb).
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